FortiClient VPN Installation Guide — macOS

1. Copy the Fortinet installer to your Desktop. Double-click the installer package and click
**Install**.
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2. When prompted, click **Allow** to proceed.
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3. Click **Continue** to begin the installation.
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Welcome to the FortiClient Installer

@ Introduction FortiClient for macOS is a unified security agent for computers that
integrates antivirus, SSL and IPsec VPN remote access, web
filtering, application firewall and vulnerability scan into a single
Destination software package. FortiClient for macOS has a user-friendly
interface that allows for quickly setting up protection for your
computer.

4. Review the Software License Agreement and click **Continue**.
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Software License Agreement
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@ License Fortinet Product License Agreement / EULA and Warranty Terms
Trademarks and Copyright Statement
estination selec Fortinet®, ForliGate®, and FortiGuard® are registered trademarks of Fortinet, Inc., and
. other Fortinet names herein may also be trademarks, registered or otherwise, of
1tio 8] Fortinet. All other product or company names may be trademarks of their respective
owners. Copyright @ 2021 Fortinet, Inc., All Rights reserved. Contents and terms are
|latio subject to change by Fortinet without prior notice. No part of this publication may be
reproduced in any form or by any means or used to make any derivative such as

I ry translation, formation, or adaptation without permission from Fortinet, Inc., as I
stipulated by the United States Copyright Act of 1976. o
Product License Agreement

The parties to this agreement are you, the end customer, and either (i) where you have
purchased your Product within the Americas, Fortinet, Inc., or (i) where you have
purchased your Product of the Americas, Fortinet Singapore Private Limited
(each referred to herein as "Fortinet") .CAREFULLY READ THE FOLLOWING LEGAL
AGREEMENT (THE OR THIS *AGREEMENT" OR “EULA"). USE OF FORTINET
PRODUCT(S) AND ANY UPDATES THERETO, INCLUDING HARDWARE APPLIANCE
PRODUCTS, SOFTWARE AND FIRMWARE INCLUDED THEREIN BY FORTINET,
AND STAND-ALONE SOFTWARE PRODUCTS SOLD BY FORTINET (TOGETHER,
THE "PRODUCTS") CONSTITUTES ACCEPTANCE BY YOU OF THE PROVISIONS IN
THIS AGREEMENT. FORTINET SHALL NOT BE BOUND BY ANY ADDITIONAL AND/
OR CONFLICTING PROVISIONS IN ANY ORDER, RELEASE, ACCEPTANCE OR
OTHER WRITTEN CORRESPONDENCE OR OTHER WRITTEN OR VERBAL
COMMUNICATION UNLESS EXPRESSLY AGREED TO IN AWRITING SIGNED BY




5. Click **Agree** to accept the terms.

® License Fortinet Product License Agreement / EULA and Warranty Terms

. Des”

To continue installing the software you must agree to the terms of the
software license agreement.

Click Agree to continue or click Disagree to cance the installation and quit
the Installer.

Disagree

Read License

6. Click **Continue** to proceed.
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Select a Destination
@ Introduction How do you want to install this software?
© License

® Destination Select .
4 Install for all users of this computer
Installation Type

Insta

Summary

Installing this software requires 613.6 MB of space.

You have chosen to install this software for all users of
this computer.




7. Click **Install** to start installing FortiClient.
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Standard Install on “Macintosh HD*

@ Introduction This will take 613.6 MB of space on your computer.
@ License Click Install to perform a standard installation of this software

© Destination Select for all users of this computer. All users of this computer will be
able to use this software.

@ |nstallation Type

Change Install Location...

FortiClientAgent

You are making changes to your
Certificate Trust Settings.

Enter your password to allow this.
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Update Settings

Cancel
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"FortiClientNeiwork” would like
to use a new network extension

You can enabig dhils.extension in
Login Items & Extensions Neiwork
extensions r(if{ iy tHE BAEKGToUrd
and can monitor network traffic on
your MaC. Allow Don't Allow

Open System Settings

9. Click **Allow** if prompted for additional permissions.

“FortiTray” Would Like to Add
VPN Configurations

All network activity on this Mac
may be filtered or monitored when
using VPN.

Allow Don’t Allow

10. After the installation completes, click **Close**.
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® Summary

The installation was completed successfully.

The installation was successful.

The software was installed.

11. Open the **Applications** folder, search for **FortiClient**, and launch the application.
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12. Click “Configure VPN”.
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@ FortiClient - Zero Trust Fabric Agent - X

File View Help

@ FortiClient VPN
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Upgrade to the full version to access additional features and receive technical support.

Configure VPN

1. Choose “SSL VPN” and enter the following details:
e Remote Gateway: vpn.iitgn.ac.in
e Custom Port: 10443

Click “Save” to store the configuration
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File View Help

@ FortiCli

Upgrade to the full version to access additional features and receive technical support.

New VPN Connection

)
Connection Name | ITGN VPN |
Description | IITGN |
Remote Gateway |vpn.iitgn.ac.in | [x]

d Remote Gateway
Customize port  [{0443

Single Sign On Settings |:| Enable Single Sign On (S5Q) for VPN Tunnel
Authentication @ Promptonlogin () Save login

Client Certificate | None v
[ ] Enable Dual-stack IPv4/IPvé address

=3 =u

13. Select the VPN name you created, enter your network credentials (username and
password), and click **Connect** to establish the VPN session.
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@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

VPN Connected

[

VPN Mame [ITGN VPN
IP Address 10.212.134.200
Username -aiciiiiie
Duration 00:00-4%
Bytes Received 2.76 KB
Bytes Sent 49.05 KB

VPN Connection Troubleshooting Steps

1. Allow full disk access if you see permission denied message while connecting vpn.

Grant Full Disk Access (Permission Denied Error)

If you encounter a “Permission Denied” message while connecting to the VPN, ensure that Full
Disk Access is granted to FortiClient components.

Steps to Grant Full Disk Access:

Go to System Settings — Privacy & Security

Select Full Disk Access

Click the “+” (Add) button

Navigate to the following path and add the executables:
/Library/Application Support/Fortinet/FortiClient/bin

Add the following executable files:
O fctrt
O fctservcetl

e Click Open




e Ensure the toggle switch for both entries is enabled (ON)
e Restart your system for the changes to take effect

2. Disable iCloud Private Relay (Internal Sites Not Accessible)

If the VPN connects successfully but you are unable to access internal websites (for example:
https://eoffice.iitgn.ac.in), iCloud Private Relay may be interfering with the connection.

Steps to Disable iCloud Private Relay:

Go to System Settings — Apple ID — iCloud
Locate Private Relay

Turn OFF Private Relay

Reconnect the VPN
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